ME=EER 2.8.3

WMfE 6.2.5

W EHEAZE 5.1.1463
BT 4.0.0.6-4.0.0.0
EEIE  3.9.7.1 — 3.9.7
¥8812306 4.5

TEE 4.3.2
51R{REOFE 5.0.1
PIEHRITAIR=E  3.3.12
REBBFNEWT 3.2
SiEHE  7.3.8

BH  2.9.1

FFER 1.8.0

Lifesmart 1.0.44

M AFR  4.2.8
SHI%H 1.1.0

wth 1.12.1
EDhi# 4.3.8
O%iclk 1.6.0

E#EIR  9.60.01
PRBEE 7.73
TN S

BN

TR

CamScanner

CamCard
SegmentFault 2.8

WOBRATFIR
B

=R



A

OPlayer 2.1.05
BIEHEIEF  3.6.5
AR NG2 2.1.1
KRERKIE 1.2
i 6.6.6

FHIUMT  5.0.1
HWMT 2 1.10.5
BEZH& 1.1.0

Fox-IT (fox-it.com), a Netherlands based security company,
checked all C2 domain names from our reports in their network
sensors and has found thousands of malicious traffic outside
China. According to their data, these i0S apps were also
infected:

Mercury

WinZip

Musical.ly

PDFReader

guaji_gangtai en

Perfect365

MNETER

PDFReader Free

WhiteTile

IHexin

WinzZip Standard

MoreLikers2

CamScanner Lite

MobileTicket

iVMS-4500

OPlayer Lite

QYER

golfsense
Eikrall

ting



installer
TERE
golfsensehd

Wallpapers10000
CSMBP-AppStore

LEF

MSL108
ChinaUnicom3.x
TinyDeal.com
snapgrab copy
i0BD2
PocketScanner
CuteCUT
AmHexinForPad
SuperJewelsQuest?2
air2
InstaFollower
CamScanner Pro
baba

WeLoop

DataMonitor

b

MSLO70

nice dev
immtdchs
OPlayer
FlappyCircle
SiEHhE
BiaoQingBao
SaveSnap
WeChat

Guitar Master
jin

WinZip Sector
Quick Save
CamCard



