
1

  2.8.3

  6.2.5

  5.1.1463

  4.0.0.6-4.0.0.0

  3.9.7.1 – 3.9.7

12306  4.5

  4.3.2

51   5.0.1

  3.3.12

  3.2

  7.3.8

  2.9.1

  1.8.0

Lifesmart  1.0.44

  4.2.8

  1.1.0

  1.12.1

  4.3.8

  1.6.0

  9.60.01

  7.73

CamScanner

CamCard

SegmentFault  2.8
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17
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23

24

25

26

27

28

29

30



2

OPlayer  2.1.05

  3.6.5

2 2.1.1

  1.2

  6.6.6

MT  5.0.1

MT 2  1.10.5

  1.1.0

Fox-IT (fox-it.com), a Netherlands based security company, 

checked all C2 domain names from our reports in their network 

sensors and has found thousands of malicious traffic outside 

China. According to their data, these iOS apps were also 

infected:

Mercury

WinZip

Musical.ly

PDFReader

guaji_gangtai en

Perfect365

PDFReader Free

WhiteTile

IHexin

WinZip Standard

MoreLikers2

CamScanner Lite

MobileTicket

iVMS-4500

OPlayer Lite

QYER

golfsense

ting
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32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60



3

installer

golfsensehd

Wallpapers10000

CSMBP-AppStore

MSL108

ChinaUnicom3.x

TinyDeal.com

snapgrab copy

iOBD2

PocketScanner

CuteCUT

AmHexinForPad

SuperJewelsQuest2

air2

InstaFollower

CamScanner Pro

baba

WeLoop

DataMonitor

MSL070

nice dev

immtdchs

OPlayer

FlappyCircle

BiaoQingBao

SaveSnap

WeChat

Guitar Master

jin

WinZip Sector

Quick Save

CamCard
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67

68

69

70

71

72
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74

75
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77

78
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